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TW NSBURG FI RE DEPARTMENT

VWhat is H PAA?

H PAA is the Health Insurance Portability and
Accountability Act of 1996. It requires all agencies that deal
wi th nmedical records to keep patient information confidential.

The basic requirenents of the privacy regulation apply to
“protected health information” (PH') which is defined as
“individually identifiable health information” that is
transmtted by el ectronic nedia, maintained in any nmedi umt hat
is defined as electronic nedia, or transmtted or maintained in
any other formor nmedium In effect, this includes all health
i nformation, whether electronic, paper or oral.

“Health information” neans: any information, whether ora
or recorded in any formor nediumthat:

(1) |Is created or received by a health care provider
health plan, public health authority, enployer, life
i nsurer, school or university, or health care
cl eari nghouse; and

(2) Relates to the past, present, or future physical or
mental health or condition of an individual; the
provi sion of health care to an individual; or the
past, present or future paynent for the provision of
health care to an individual.

Heal th i nformati on becones “individually identifiable” if

it identifies the individual or there is a reasonable basis to
believe the information can be used to identify the individual.
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TW NSBURG FI RE DEPARTMENT
Privacy Training
Pur pose

To ensure that all staff nmenbers of Twinsburg Fire
Departnment (“TFD’), including all enployees, nenbers,
vol unteers, students and trainees (collectively referred to as
“staff nmenbers”) who have access to patient information
understand the organi zation’s concern for the respect of patient
privacy and are trained in TFD s policies and procedures
regardi ng PH .

Pol i cy

1. Al current staff will be required to undergo privacy
training in accordance with the H PAA Privacy Rule prior
to the inplenentation date of the H PAA Privacy Rul e,
which is April 14, 2003.

2. Al new staff nenbers will be required to undergo privacy
training in accordance with the H PAA Privacy Rule within
a reasonable tinme upon association with the organization,
as schedul ed by the Privacy O ficer (Asst. Chief
Hart ung) .

3. Al staff nmenbers will be required to undergo privacy
training in accordance with the H PAA Privacy Rule within
a reasonable time after there is a material change to
TFD s policies and procedures on privacy practices.

Pr ocedur e

1. The Privacy Training will be conducted by the Privacy
O ficer or his designee.

2. Al attendees will receive copies of TFD s policies and
procedures regardi ng privacy.

3. Al'l attendees nust attend the training in person and
verify attendance and agreenent to adhere to TFD s
policies and procedures on privacy practices.

4. Training will be conducted using sone or all the

foll owi ng: Video, O assroomw th docunentation, Power
Poi nt, Question and Answer Peri od.
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Topics of the training will include a conplete review of
TFD' s Policy on Privacy Practices and wll include other
i nformation concerning the H PAA Privacy Rule, such as,
but not limted to, the follow ng topic areas:

a. Overview of the federal and state | aws concerning
patient privacy including the Privacy Regul ati ons
under the Health Insurance Portability and
Accountability Act of 1996 (H PAA)

Description of protected health information (PHI)
Patient rights under the H PAA Privacy Rul e

Staff nmenber responsibilities under the Privacy Rul e
Rol e of the Privacy O ficer and reporting enpl oyee and
patient concerns regarding privacy issues

| nportance of and benefits of privacy conpliance
Consequences of failure to foll ow established privacy
policies

Use of TFD s specific privacy forns

Handl i ng of call cards

O QO T

- «a -
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TW NSBURG FI RE DEPARTIVENT

El ectronic Patient Care Reports
Pol i cy

To ensure that all staff nenbers of Twi nsburg Fire
Departnent (“TFD’) properly dispose of all “paper” used in the
preparation of a patient care report (PCR) and to secure and
restrict PCR accessibility.

Pr ocedur e

TFD mai ntains strict requirenents on the security and
access of all PCRs as well as the initial docunentation created
by the field providers in their preparation of a PCR

1. AIl prelimnary docunentation used by a crewnenber to
assist in the creation or nodification of a PCRis the sole
property of TFD

2. Each crewnenber will be given a password to use TFD s
conput er systens.

3. No crewnrenber may di sclose his/her password to any ot her
cr ewnenber.

4. Each crewnenber is to access ONLY his/her PCRs unless
directed otherwise by the Privacy Oficer or as permtted
by managenent.

5. No crewrenber is to | og onto any conputer or password
protected software under any user nanme other than his/her
own.

6. A PCR may be anended by a crewnenber upon approval by the
Privacy O ficer or Managenent.

7. Printed PCRs are to be placed in a secure place

8. All scratch paper used by a crewrenber in the preparation
of a PCR nust be shredded i medi ately.

9. I nappropriate access or retention of PH may result in
di sciplinary action, up to and includi ng counseling, verbal
reprimands, witten reprimnds, suspension, denotion and/or
term nation fromthe organization
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TW NSBURG FI RE DEPARTMENT
Access, Security and Disclosure
Pur pose
To outline levels of access to Protected Health I nformation

(PH') for various staff nenbers of Tw nsburg Fire Departnent
(“TFD’) and to provide a policy and procedure on limting

access, disclosure, and use of PH . To provide policies
outlining patient rights and TFD s responsibilities in
fulfilling patient requests. Security of PH is everyone's

responsibility.
Policy (M nimum Necessary Rul e)

TFD retains strict requirenents on the security, access,
di scl osure and use of PHI. Access, disclosure and use of PHI
w Il be based on the role of the individual staff nenber in the
organi zation, and should be only to the extent that the person
needs access to PH to conplete necessary job functions.

When PH is accessed, disclosed and used, the individuals
involved will nake every effort, except in patient care
situations, to only access, disclose and use PH to the extent
that only the mnimum necessary information is used to
acconplish the intended purpose.

Patients may exercise their rights to access, anend,
restrict, and request an accounting, as well as |odge a

conplaint with either TFD or the Secretary of the Departnent of
Heal t h and Human Servi ces.

Procedure

Rol e Based Access

Access to PH will be limted to those who need access to
PH to carry out their duties. The follow ng describes the
specific categories or types of PH to which such persons need
access is defined and the conditions, as appropriate, that would
apply to such access.
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Job Title

Description of PHI
to Be Accessed

Condi ti ons of Access to PH

EMT I ntake fornms from May access only as part of
di spatch, patient conpl etion of a patient
care reports event and post - event

activities and only while
actually on duty

Par amedi c I ntake fornms from May access only as part of

di spat ch, patient
care reports

conpl etion of a patient
event and post - event
activities and only while
actually on duty

Li eut enant

I ntake fornms from
di spatch, patient
care reports

May access only as part of
conpletion of a patient
event and post -event
activities, as well as for
qual ity assurance checks
and corrective counseling
of staff

Di spat cher

I nt ake forns,

prepl anned CAD
I nformation on
pati ent address

May access only as part of
conpl eti on of an incident,
fromreceipt of information
necessary to dispatch a
call, to the closing out of
the incident and only while
on duty

Adm ni stra
tive

I ntake fornms from
di spat ch, patient

May access only as a part
of record keeping and

Assi st ant care reports di stribution of information
to individuals, insurance
conpani es or |awers after
approved by privacy officer

Conput er May access only as a part

Admi ni stra
tors

of mai ntaining the
operating system functions

Depart nent
Manager s

May access only to the
extent necessary to nonitor
conpl i ance, acconpli sh
appropriate supervision and
managenent of personnel and
report to state agencies

Access to PH is limted to the above-identified persons
only, and to the identified PH only, based on the Departnent’s
reasonabl e determ nati on of the persons or classes of persons

Page 8



who require PHI, and the nature of the health information they
require, consistent with their job responsibilities.

Access to a patient’s entire file will not be all owed
except when expressly permtted by Departnent policy or approved
by the Privacy Oficer.

Di scl osures to and Aut horizations fromthe Patient

You are not required to limt your disclosure to the
m ni mum anount of information necessary when disclosing PH to
other health care providers for treatnment of the patient. This
i ncl udes doctors, nurses, etc. at the receiving hospital, any
nmut ual aid provider, your fell ow crewnenbers involved in the
call, and any other person involved in the treatnent of the
patient who has a need to know that patient’s PH . In addition,
di scl osures authorized by the patient are exenpt fromthe
m ni mum necessary requi renments unl ess the authorization to
di scl ose PH is requested by the Departnent.

Aut hori zations received directly fromthird parties, such
as Medi care, or other insurance conpani es, which direct you to
release PH to those entities, are not subject to the m ni num
necessary standards.

For exanple, if we have a patient’s authorization to
di scl ose PH to Medicare, Medicaid or another health insurance
pl an for claimdeterm nation purposes, the Departnent is
permtted to disclose the PH requested w thout making any
m ni mum necessary determ nati on.

For all other uses and disclosures of PH, the m ninmm
necessary rule is likely to apply. A good exanple of when the
m ni mum necessary rule applies is when your Departnent conducts
gual ity assurance activities. |In nost situations it is not
necessary to disclose certain patient information such as the
patient’s nane, address, social security nunber, all PH of the
treated patient, in order to conduct a call review. This
sensitive information should be redacted or bl acked out fromthe
PCR being used as a Q A exanpl e.

Depart nent Requests for PHI

| f the Departnent needs to request PH from another health
care provider on a routine or recurring basis, we nust [imt our
requests to only the reasonably necessary information needed for
t he i ntended purpose, as described bel ow. For requests not
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covered bel ow, you nmust meke this determ nation individually for
each request and you should consult your supervisor for
gui dance. For exanple, if the request in non-recurring or non-
routine, Iike making a request for docunents via a subpoena, we
must review the request to make sure it covers only the m ni num
necessary PH to acconplish the purpose of the request.

Hol der of PHI Pur pose of Request | Information
Reasonabl y
Necessary to
Acconpl i sh Pur pose

Skill ed Nursing To have adequate Patient face
Facilities patient records to |sheets, discharge
det er mi ne nedi cal sunmmari es,
necessity for Physi ci an
service and to Certification
properly bill for Statenents and
servi ces provided St at enent s of
Medi cal Necessity,
Mobi lity
Assessnent s
Hospital s To have adequat e Patient face
patient records to |sheets, discharge
det er m ne nedi cal sunmari es,
necessity for Physi ci an
service and to Certification
properly bill for St at ement s and

services provided St atenments of

Medi cal Necessity,
Mobility
Assessnent s

Mut ual A d To have adequat e Patient care
Ambul ance or patient records to |reports

Par anedi ¢ Servi ces |conduct joint
billing operations
for patients

nmut ual |y
treated/transporte
d by the

Depart nent

For all other requests, determ ne what information is
reasonably necessary for each on an individual basis.

| nci dental Di scl osures
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The Departnment understands that there will be tinmes when
there are incidental disclosures about PH in the context of
caring for a patient. The privacy |aws were not intended to
i npede common health care practices that are essential in
providing health care to the individual. |Incidental disclosures
are inevitable, but these will typically occur in radio or face-
to-face conversation between health care providers, or when
patient care information in witten or conputer formis left out
in the open for others to access or see.

The fundanmental principle is that all staff needs to be
sensitive about the inportance of maintaining the confidence and
security of all material we create or use that contains patient
care information. Coworkers and other staff nmenbers should not
have access to information that is not necessary for the staff
nmenber to conplete his or her job. For exanple, it is generally
not appropriate for field personnel to have access to billing
records of the patient.

However, all personnel nust be sensitive to avoiding
i nci dental disclosures to other health care providers and others
who do not have a need to know the information. Pay attention
to who is within earshot when you nake verbal statenents about a
patient’s health information, and foll ow sone of these common
sense procedures for avoi ding accidental or inadvertent
di scl osures:

Ver bal Security

Waiting or Public Areas: If patients are in waiting areas
to discuss the service provided to themor to have billing
guestions answered, nake sure that there are no ot her persons in
the waiting area, or if so, bring the patient into a screened
area before engaging in discussion.

Garage Areas: Staff nenbers should be sensitive to the fact
t hat nmenbers of the public and ot her agencies may be present in
t he garage and ot her easily accessible areas. Conversations
about patients and their health care should not take place in
areas where those without a need to know are present.

O her Areas: Staff nenbers should only discuss patient
care information wth those who are involved in the care of the
patient, regardless of your physical |ocation. You should be
sensitive to your level of voice and to the fact that others may
be in the area when you are speaking. This approach is not
meant to i npede anyone’s ability to speak with other health care
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provi ders freely when engaged in the care of the patient. Wen
it comes to treatnment of the patient, you should be free to

di scuss all aspects of the patient’s nedical condition,
treatment provided, and any of their health information you may
have in your possession with others involved in the care of the
patient.

Physi cal Security

Patient Care and Other Patient or Billing Records: Patient
care reports should be stored in safe and secure areas. Wen
any paper records concerning a patient are conpleted, they
shoul d not be left in open bins or on desktops or other
surfaces. Only those with a need to have the information for
the conpletion of their job duties should have access to any
paper records.

Billing records, including all notes, remttance advices,
charge slips or claimforns should not be left out in the open
and should be stored in files or boxes that are secure and in an
area with access limted to those who need access to the
information for the conpletion of their job duties.

Conputers and Entry Devices: Conputer access termnals and
other renote entry devices such as PDAs and | aptops shoul d be
kept secure. Access to any conputer device should be by
password only. Staff menbers should be sensitive to who may be
in view ng range of the nonitor screen and take sinple steps to
shield viewi ng of the screen by unauthorized persons. Al
renot e devices such as | aptops and PDAs should remain in the
physi cal possession of the individual to whomit is assigned at
all tines.

Penalties for Violation

The Departnent takes its responsibility to safeguard
patient information very seriously. There are significant |egal
penal ti es agai nst conpani es and individuals that do not adhere
to the laws that protect patient privacy.

Staff nenbers who do not follow our policies on patient
privacy will be subject to disciplinary action, up to and
i ncl udi ng counseling, verbal reprimnds, witten reprimnds,
suspensi on, denotion and/or term nation fromthe organization.
The Departnent shall make every effort to provide renedial
education and training as to our policies and procedures when
there is a first time violation of our policies.
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Questions About This Policy or Any Privacy |ssues

The Departnment has appointed a Privacy Oficer to oversee
our policies and procedures on patient privacy and to nonitor
conpliance. The Privacy Oficer is also available to you for
consul tation on any issues or concerns you have about how our
Department deals with protected health information. You should
feel free to contact the Privacy Oficer at any tine with your
guestions or concerns.

The Departnment will not retaliate against any staff nenber
who expresses a good concern or conplaint about any policy or
practice related to the safeguarding of patient information and
the Departnent’s | egal obligations to protect patient privacy.

If the Privacy Oficer is unavailable, contact the Fire
Chi ef for assistance.
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TW NSBURG FI RE DEPARTNMENT
Patient Requests for Protected Health Infornmation

Pur pose

To ensure that all patients treated by TFD are appri sed of
their rights with regard to PH and that TFD provi des the
necessary tools to facilitate patient requests.

Policy — Notice of Privacy Practices (NPP)

TFD field providers will furnish a copy of TFD's NPP to the
patient at or prior to treatnment in non-energency situations and
as circunstances permt after treatnent in an enmergency. In
non- enmergency situations only, field personnel should attenpt to
get a signed acknow edgenent from patient or note why a
si gnature was not obt ai ned.

Procedure — Non-energency Transport

1. Provide a copy of the NPP to the patient.

2. Indicate on your trip sheet that a copy has/has not been
given to the patient, famly nmenber or with hospital staff.

3. Have the patient sign an Authorization/ Acknow edgenent
form

4. An aut horized personal representative of the patient may
sign on the patient’s behal f.

5. If no signature can be obtai ned, please explain reason.

Procedure — Enmergency Transport

1. Provide a copy of the NPP to the patient.

2. Indicate on your trip sheet that a copy has/has not been
given to the patient, famly nmenber or with hospital staff.

3. You do not need the patient to acknow edge recei pt of NPP

4. Attenpt to obtain any other necessary signatures if
possi bl e.

5. If unable to obtain patient’s signature, please provide
reason.

Procedure — Refusals of Care

1. Provide a copy of the NPP to the patient.

2. Indicate on your trip sheet that a copy has/has not been
given to the patient, famly nmenber or with hospital staff.

3. Have the patient sign the Refusal form
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4. Have the patient sign an Acknow edgenent form

5. An aut hori zed personal representative of the patient may
sign on the patient’s behal f.

6. If no signature can be obtai ned, please explain reason.

Policy — Patient Access, Anendnent or Restriction to PHI

Only information contained in the Designhated Record Set
(DRS) outlined in this policy is to be provided to patients who
request access, anendnent and restriction on the use of their
PH in accordance with the Privacy Rule and the Privacy
Practices of TFD

Procedure - Patient Access

1. Upon presentation to the departnent headquarters, the
patient or appropriate representative will conplete a
Request for Access Form

2. The Departnent enpl oyee nust verify the patient’s
identity, and if the requestor is not the patient, the
name of the individual and reason that the request is
bei ng made by this individual. The use of a driver’s
I icense, social security card, or other form of
government -i ssued identification is acceptable for this
pur pose.

3. The conpleted formw ||l be presented to the Privacy
O ficer for action.

4. The Privacy Oficer will act upon the request within 30
days, preferably sooner. Generally, the Departnent nust
respond to requests for access to PH within 30 days of
recei pt of the access request, unless the designated
record set is not maintained on site, in which case the
response period may be extended to 60 days.

5. If TFD is unable to respond to the request within these
time franes, the requestor nmust be given a witten notice
no | ater than the initial due date for a response,
expl ai ni ng why TFD coul d not respond within the tine
frame and in that case TFD nmay extend the response tine
by an additional 30 days.

6. Upon approval of access, the patient will have the right
to access the PH contained in the DRS outlined bel ow and
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10.

may meke a copy of the PH contained in the DRS upon
verbal or witten request.

The City of Twinsburg will establish a reasonabl e charge
for copying PH for the patient or appropriate
representative.

Pati ent access may be denied for the reasons listed
bel ow, and in sone cases the denial of access nmay be
appeal ed to TFD for review

The followi ng are reasons to deny access to PH that are
not subject to review and are final and may not be
appeal ed by the patient:

a. If the information the patient requested was conpil ed
in reasonabl e anticipation of, or use in, a civil,
crimnal or administrative action or proceeding;

b. If the information the patient requested was obtai ned
from sonmeone other than a health care provider under a
prom se of confidentiality and the access requested
woul d be reasonably likely to reveal the source of the
i nformati on.

The foll ow ng reasons to deny access to PH are subject
to review and the patient nmay appeal the denial:

a. If alicensed health care professional has determ ned,
in the exercise of professional judgnent, that the
access requested is reasonably |likely to endanger the
life or physical safety of the individual or another
per son;

b. If the protected health information makes reference to
anot her person (other than a health care provider) and
a licensed health professional has determined, in the
exerci se of professional judgnment, that the access
requested is reasonably likely to cause substanti al
harmto that person

c. If the request for access is nade by a requestor as a
personal representative of the individual about whom
the requestor is requesting the information, and a
I icensed heal th professional has determned, in the
exerci se of professional judgnment, that access by you
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is reasonably likely to cause harmto the individua
or anot her person.

d. If the denial of the request for access to PH is for
reasons a, b, or c, then the patient may request a
review of the denial of access by sending a witten
request to the Privacy Oficer.

e. TFD will designate a |licensed health professional, who
was not directly involved in the denial, to reviewthe
decision to deny the patient access. TFD wi |l
pronptly refer the request to this designated review
official. The review official will determne wthin a
reasonabl e period of tinme whether the denial is
appropriate. TFD will provide the patient with
witten notice of the deternmination of the designated
review ng official.

f. The patient may also file a conplaint in accordance
with the Procedure for Filing Conplaints About Privacy
Practices if the patient is not satisfied with TFD s
det ermi nati on

11. Access to the actual files or conputers that contain the
DRS that may be accessed by the patient or requestor
shoul d not be permitted. Rather, copies of the records
shoul d be provided for the patient or requestor to view
in a confidential area under the direct supervision of a
desi gnated TFD staff nenber. UNDER NO Cl RCUMSTANCES
SHOULD ORI G NALS OF PHI LEAVE THE PREM SES.

12. |If the patient or requestor would like to retain copies
of the DRS provided, then TFD may charge a reasonable fee
for the cost of reproduction.

13. \Whenever a patient or requestor accesses a DRS, a note
shoul d be maintained in a | og book indicating the tine
and date of the request, the date access was provided,
what specific records were provided for review, and what
copies were left with the patient or requestor.

14. Following a request for access to PH, a patient or
requestor may request an anmendnent to his or her PH, and
request restriction on its use in sone circunstances.

Procedure - Patient Amendnent
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15.

16.

17.

The patient or appropriate requestor may only request
amendnent to PH contained in the DRS. A Request for
Amendnent For m nust be acconpani ed by any request for
amendnment .

TFD nust act upon a Request for Amendnent within 60 days
of the request. If TFD is unable to act upon the request
within 60 days, it must provide the requestor with a
witten statenent of the reasons for the delay, and in
that case may extend the tinme period in which to conply
by an additional 30 days.

Al'l requests for anmendnment nust be forwarded i nmediately
to the Privacy Oficer for review

Granting Requests for Anendnent

If the Privacy Oficer grants the request for anmendnent,
then the requestor will receive a letter indicating that
t he appropriate anmendnment to the PH or record that was

There nust be witten perm ssion provided by the patient
so that TFD may notify the persons with whomthe
amendnents need to be shared. TFD nust provide the
anmended information to those individuals identified by
havi ng received the PH that has been anmended as well as
t hose persons or business associ ates that have such
informati on and who may have relied on or could be
reasonably expected to rely on the anended PHI

The patient nmust identify individuals who may need the
amended PH and sign the statenent in the Request for
Amendnent form giving TFD permi ssion to provide themwith

TFD wi || add the request for anendnent, the denial or
granting of the request, as well as any statenent of
di sagreenent by the patient and any rebuttal statenent by

18.
t he subject of the request has been nade.
19.
20.
t he updat ed PHI
21.
TFD to the designated record set.
Deni al of Requests for Anendnent
22.

TFD may deny a request to anend PH for the follow ng
reasons: 1) if the originator of the record is no |onger
available; 2) if TFD did not create the PH at issue; 3)
if the information is not part of the patient care
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23.

24.

25.

record; 4) if the information is accurate and conpl et e;
5) if the information received from soneone el se under a
prom se of confidentiality.

TFD nmust provide a witten denial, and the denial nust be
in plain | anguage stating the reason for the denial; the
individual"s right to subnmit a statenent disagreeing with
t he denial and how the individual may file such a
statenment; a statenent that, if the individual does not
submt a statement of disagreenent, the individual may
request that the provider provide the request for
anmendnent and the denial with any future disclosures of
the PH ; and a description of how the individual may file
a conplaint with the covered entity, including the nane
and tel ephone nunber of an appropriate contact person, or
to the Secretary of Health and Human Servi ces.

I f the individual submts a “statenment of disagreenent,”
the provider nay prepare a witten rebuttal statenment to
the patient’s statenment of disagreenent. The statenent
of disagreenent will be appended to the PH, or at TFD s
option, a sunmary of the disagreenent will be appended,
along with the rebuttal statenent of TFD

| f TFD receives a notice from another covered entity,
such as a hospital, that it has amended its own PH in
relation to a particular patient, the anbul ance service
must anmend its own PH that may be affected by the
amendnent s.

Procedure - Patient Restriction

26.

27.

28.

29.

The patient may request a restriction on the use and
di scl osure of their PHI

TFD is not required to agree to any restriction, and
gi ven the energent nature of our operation, we generally
will not agree to a restriction.

ALL REQUESTS FOR RESTRI CTI ON ON USE AND DI SCLOSURE OF PH
MUST BE SUBM TTED I N WRI TI NG ON THE APPROVED DEPARTMENT
FORM ALL REQUESTS W LL BE REVI EWED AND DENI ED OR
APPROVED BY THE PRI VACY OFFI CER

| f TFD agrees to a restriction, we may not use or
di sclose PH in violation of the agreed upon restriction,
except that if the individual who requested the
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30.

31.

restriction is in need of energency service, and the
restricted PH is needed to provide the energency
service, TFD may use the restricted PH or may disclose
such PH to another health care provider to provide
treatnment to the individual.

The agreenent to restrict PH wll be docunented to
ensure that the restriction is followed.

A restriction may be termnated if the individual agrees
to or requests the termnation. Oal agreenents to
term nate restrictions nust be documented. A current
restriction my also be termnated by TFD as |ong as TFD
notifies the patient that PH created or received after
the restriction is renoved is no longer restricted. PH
that was restricted prior to TFD voiding the restriction
must continue to be treated as restricted PH

Policy - Accounting

To provide gui dance to managenent and staff concerning the

patient’s right to an Accounting and the types of uses and
di scl osures of PHI for which TFD is required to docunent.

Procedure

1. Al'l patient records will be kept by TFD for a period of
six (6) years fromthe date of service.

2. Al'l patient accounting requests should be received
directly froma patient or personal representative.

3. TFD wi I | provide a list of uses and disclosures of the
patient’s PH , made by TFD or by a Busi ness Associ ate on
TFD s behalf, for the last six (6) years or to the extent
that TFD has maintained that patient’s information if
| ess than six (6) years.

4. Al'l uses and disclosures of a patient’s PH , made by TFD,

nmust be docunented for accounting purposes except:

a. Disclosures to carry out treatnent, paynent and health
care operations;

b. For national security or intelligence purposes;

c. Uses and discl osures incident to an unaccountabl e use
or discl osure;

d. That occurred prior to the conpliance date.
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5. A common use or disclosure that nust be accounted for and
i nformation provided upon a request for accounting is the
di scl osure of PH in response to a subpoena, sunmmons or
war r ant .

Policy - Patient Conplaints

Patients have the right to conplain to the Departnent about
any concerns they may have concerning patient privacy. Any
patient or fam |y menber who expresses a concern or conplaint to
you should be directed to contact the Privacy Oficer. The
Privacy Oficer is responsible for receiving, investigating, and
docunenting all conplaints frompatients concerning patient
privacy issues.
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